In this paper, the radius weight mean (RWM) and the feature-embedding technique are used to present a novel watermarking scheme for color images. Simulations validate that the stego-images generated by the proposed scheme are robust against most common image-processing operations, such as compression, color quantization, bit truncation, noise addition, cropping, blurring, mosaicking, zigzagging, inversion, (edge) sharpening, and so on. The proposed method possesses outstanding performance in resisting high compression ratio attacks: JPEG2000 and JPEG. Further, to provide extra hiding storage, a steganographic method using the RWM with the least significant bit substitution technique is suggested. Experiment results indicate that the resulting perceived quality is desirable, whereas the peak signal-to-noise ratio is high. The payload generated using the proposed method is also superior to that generated by existing approaches.
I. Introduction
Because of the practical use and interesting functionality of steganography and digital watermarking, numerous researchers have focused on data hiding [1] , [2] . A major distinction between steganography and digital watermarking is that steganography is capable of providing a large payload with a perceived high quality [3] , [4] . However, extracting the hidden message would fail, even with a slight alteration to the stego-images. A remarkable feature of digital watermarking is its tolerance of common image-processing operations [5] , [6] . To demonstrate hiding performance, most authors use gray-level images as the test sample. However, the human eye is more sensitive to the change in color images than in grayscale images; therefore, a small color distortion (or false color contour) could appear on resulting images, which might attract the attention of third parties (or hackers). Hence, the security of the hidden message might be compromised.
To develop an effective data-hiding method for color images, several authors have presented their algorithms in the literature [7] - [11] . Yang [7] proposed a simple color image steganographic method based on three types of module substitution: Mod-u, Mod-v, and Mod-w. According to the base value of the blocks, various secret bits were effectively embedded into an RGB trichromatic system by module substitutions. The simulation results showed that the embedding rate provided by the method was high, whereas the resulting perceived quality was desirable. Fu and Shen [8] suggested a novel color image watermarking scheme based on linear discriminant analysis. Two watermarks, namely, the true watermark and the reference watermark, were embedded simultaneously into RGB color images. The simulations indicated the proposed scheme to be tolerant of several attacks.
Findik and others [9] used the notion of the artificial immune recognition system to develop an effective watermarking technique. The watermark and a predetermined k-bit binary stream were embedded into the B-component of an RGB system. The extracted watermarks survived such attacks as noise addition, blurring, and sharpening.
To further promote robustness performance, the researchers in [10] , [11] proposed color image watermarking algorithms in transform domains, such as discrete cosine transform (DCT) and integer wavelet transform (IWT). Phadikar and Maity [10] used a quality access control scheme of color images and proposed a data-hiding method in the DCT domain. The secret messages were embedded in the C b component of the YC b C r color space by using the spread spectrum technique. The simulations implied that the scheme provided a feasible quality access control for compressed color images. Based on state coding, Su and others [11] presented color image watermarking in the IWT domain. An RGB color host image was converted to the YC b C r system. The three components were then transformed by the level 1 IWT. Subsequently, data bits were embedded into the low-frequency coefficients of the IWT domain. A watermark could be hidden in the low-low, low-high, and high-low subbands of the three transformed components. The experiment results indicated that the stegoimages were capable of resisting manipulations, and the resulting peak signal-to-noise ratio (PSNR) was desirable.
This paper proposes a robust watermarking scheme for color images based on the radius weight mean (RWM) and the feature-embedding technique. A steganographic method using the RWM with the least significant bit (LSB) substitution technique is subsequently presented to provide extra hiding storage. The remainder of this paper is organized as follows. The RWM is briefly reviewed in section II. The procedures for bit embedding and bit extraction of the proposed robust watermarking scheme are given in subsection III.1. The details of the encoding part and decoding part of the proposed steganographic method are described in subsection III.2. Overhead analysis is specified in subsection III. 3 . Simulation results are demonstrated in section IV. Finally, the conclusion is summarized in section V.
II. Review of RWM
In the new method, HH HHhthe 3D RWM is employed in the proposed method to hide data bits in a color image {( , , ) | 1, 2,..., },
where MN is the size of the image. The RWM is a special type of point (also known as a shape-specific point), originally introduced to register shapes [12] , [13] and has thereafter been used to generate economic block truncation coding for real-time compression [14] . The RWM was subsequently used for color image quantization to generate a feasible palette [15] . The RWM ( , , ) R r g b ′ ′ ′ = and the centroid ( , , ) O r g b = of the RGB color system are defined as follows.
where
and 1 .
III. Proposed Method
The main goal of Phase I of the proposed method is to design a robust watermarking approach for color images. Because several blocks may contain no data bits after the end of Phase I, a steganographic approach is presented to hide extra secret bits (or private data) in these blocks. Both approaches are related to the RWM. Notice that the proposed method can be divided into two procedures and independently performed in the RGB color systems. The details of (the two-phase version of) the proposed method are specified in the following subsections.
Robust Watermarking Approach
To provide a robust watermarking approach, each host block is embedded with at most two bits based on the RWM decision policy and feature-embedding technique. The feature-embedding technique consists of two procedures: the X-sampling technique and the directional-sampling technique. Specifically, two data bits can be embedded into a host block by using the X-sampling technique followed by the directional-sampling technique if neither technique violates the RWM decision policy during bit embedding. A host block may contain only one data bit if either the X-sampling or the directional-sampling violates the RWM decision policy. However, if both techniques violate the RWM decision policy, then the block contains no data bits. The skipped blocks are later used in Phase II of the proposed steganographic approach. The details of the encoding part for the proposed watermarking approach are described below. 
A. RWM Decision Policy
Bit embedding for the proposed method is specified in the following algorithm. Output. A stego-image, the RWM R, the centroid O, and a block map M. Method.
Step 0. Compute the centroid O and the RWM R of S, and the Euclidean distance || || OR of O and R, respectively.
Step 1. Input a block C j , derived from S. If the end of input is encountered, then proceed to Step 5.
Step 2. Obtain one data bit δ ′ from W, and perform the following substeps.
Step 2.1. If δ ′ =1 and 2 1|
| | |, Ω > Ω then do nothing, which means that data bit 1 can be carried by X-sampling without altering the pixel value, and proceed to Step 3. | | | Ω > Ω or times η is encountered, and proceed to
Step 3.
Step 2.3. If δ ′ =0 and 2 1|
| | |, Ω ≤ Ω then do nothing, which means that data bit 0 can be carried by X-sampling without altering the pixel value, and proceed to Step 3. | | |, Ω ≤ Ω or η times is encountered.
Step 3. Obtain the next data bit δ ′′ from W, and perform the following substeps.
Step 3.1. If δ ′′ =1 and 2
means that data bit 1 can be carried by directionalsampling without altering the pixel value, and proceed to
Step 4.
Step 3.2. If δ ′′ =1 and
Ω  repeatedly by the λ value each time until either
or times η is encountered, and proceed to
Step 3.3. If δ ′′ =0 and
then do nothing, which means that data bit 0 can be carried by directionalsampling without altering the pixel value, and proceed to
Step 3.4. If δ ′′ =0 and
or η times is encountered.
Step 4. Set 0 to the mark in the corresponding position of the block map M if only X-sampling is used; set Mark 1 to that of M if only directional-sampling is used; set Mark 2 to that of M if both sampling techniques are used; and set Mark 3 to that of M if neither X-sampling nor directional-sampling is used, and return to Step 1.
Step 5. Stop.
Notice that Steps 2.2 and 3.2 attempt to (with a limit of times η) enlarge the set 2 Ω (or 2 ) Ω  to achieve the goal of
Conversely, Steps 2.4 and 3.4
attempt to reduce the set
To avoid overflow during the enlargement procedure, the increment is bypassed to the pixels ˆl j c (or lj c  ), with a value greater than (255-η). Similarly, to avoid underflow during the reducing procedure, the decrement is bypassed to the pixels ˆm j c (or mj c  ), with a value less than or equal to η.
C. Bit Extraction
The decoding part of the proposed method is much simpler than the encoder. Without loss of generality, let { } 
The bit extraction of the proposed method is described in the following algorithm. Step 5. Repeat from Step 1.
Step 6. Assemble the extracted bits to form the watermark W.
Step 7. Stop.
Steganographic Approach
As described previously, Phase II of the proposed method embeds data bits into the non-hidden blocks, which is skipped by the proposed watermarking approach.
A. Data Embedment
The notion of data embedment and data extraction for the proposed steganographic method jointly employs the RWM decision policy with the LSB substitution technique. The RWM decision policy is similar to the one discussed in subsection II.2. Specifically, data bits can be embedded into a candidate pixel ( , , )
of the j-th block by using the LSB substitution technique if the Euclidean distance Step 6. Stop.
The number of candidate pixels that can be used to hide secret bits is determined by the "interval" computed from ϕ 1 and ϕ 2 . A larger interval scale indicates a higher hiding capacity.
The values of both parameters vary for each image.
Step 5 restores secret bits back to the state at Step 3 as ˆk j c O violates the RWM decision policy, which means that the candidate pixels failed to hide bits.
B. Data Extraction
be the j-th hidden block of size n×n that is introduced from the encoding part of the proposed steganographic scheme. The decoding part of the proposed steganographic method is summarized in the following steps.
Step 0. respectively, by using the LSB technique, and return to Step 2; otherwise, proceed directly to Step 2.
Step 4. Assemble the extracted bits to form the secret message.
A flowchart of the encoding part and decoding part for the proposed method is summarized in Fig. 2. 
Overhead Analysis
The overhead for the proposed watermarking approach is the RWM R, the centroid O, a control parameter h, two integers η and λ, and the block map B, whereas that for the proposed steganographic approach includes two control parameters ϕ 1 and ϕ 2 and two integers u and v. The total overhead of the proposed two approaches is , 
The overhead bits of the watermarking approach can be embedded into the non-hidden blocks by the proposed steganographic approach. Note that a non-hidden block is the block skipped by Phase I of the proposed method. However, to maintain robustness of the proposed watermarking approach, it is suggested that the overhead information is directly sent to the receiver by out-of-band transmission.
IV. Experiment Results

Simulations of Robust Watermarking Approach
To demonstrate robustness performance of the proposed method, examples of surviving watermarks (sized 45×45 with 8 bits/pixel, two colors) are shown in Table 1 . The watermark is extracted from the stego-image, which has been intentionally distorted (or manipulated). The stego-image, as shown in Fig. 3 , is generated using the proposed method by embedding a watermark (and a grayscale image of size 512×512) into a color image Lena sized 512×512. Each RGB pixel of the image is represented by 24 bits, with 8 bits per component. The block size is 4×4, and the control parameters h, η, and λ are set at 5.2, 6, and 1, respectively. The PSNR of the stego-image is 39.55 dB. However, the PSNR of value 48.69 dB is achieved only if the watermarking approach is used solely. Namely, Phase II of the proposed method is bypassed during bit embedding. The PSNR is defined by 
where w i and i w  represent the values of the original watermark and the extracted watermark, respectively, and the size of a watermark is a×b. The BCR for an extracted watermark is 100% if a marked image is not attacked. Table 1 shows that most extracted watermarks are easily recognized. Although the BCR for some of them is below 75%, for example, the watermarks extracted from brightness manipulations (-100%), sprayed, contrast (±70%), and companding are identifiable. Figure 4 illustrates the BCR values of the extracted watermarks under attack: JPEG2000 and JPEG with various compression ratios (CRs). The BCR is approximately 85% when the stegoimage is attacked by JPEG compression with a CR of 60.94. Further, the proposed method has excellent performance in resisting compression attacks. Figure 5 shows a surviving watermark extracted from the stego-image compressed by JPEG2000 with a CR of 194.26. Under such a high CR attack, the extracted watermark is still recognized. This robustness is hardly achieved by reported works, each of which embeds the watermark into a host image in the spatial domain. The BCR for watermarks extracted from Brightness attacks Contrast attacks stego-images manipulated by uniform and Gaussian noise addition are displayed in Fig. 6 , which shows that the BCR watermark performance obtained from uniform noise attacks is superior to that obtained from Gaussian noise attacks. The stego-images generated using the proposed method are more robust against uniform noise attacks than from Gaussian noise attacks. Figure 7 shows that the stego-images generated by the proposed method have better performances in resisting brightness attacks than contrast attacks with a scale between -60 and +80. In addition, the ones generated by the proposed method tolerate brightness and contrast attacks with a scale ranging from -100 to +80 and 75 to 100, respectively. A majority-vote policy is used during bit extraction.
From the preceding demonstration, the conclusion is that stego-images generated by the proposed watermarking scheme are able to resist various attacks, such as JPEG2000, JPEG, noise addition, cropping, (edge) sharpening, blurring, bit truncation, brightness, contrast, (color) quantization, winding, zigzagging and poster edge distortion, inversion, twirling, mosaicking, and rippling.
For evaluation, two watermarking schemes [8] , [9] for color images based on the spatial domain are compared with the proposed method. Their payload and PSNR performance are listed in Table 2 , which shows that the payload for the proposed method is larger than the payloads for the other two schemes, whereas the resulting PSNR is the best among them. Table 3 also shows the robustness performance of these methods.
The BCR generated using the Fu and Shen scheme [8] is larger than the other two approaches under such attacks as blurring, mosaicking, luminance and contrast (enhance +50%), and distortion (with a 2° rotation). However, the hidden watermark extracted using the Fu and Shen scheme [8] is lossy when the stego-images do not suffer an attack. This may be unfeasible for the situation requiring lossless extraction of the watermarks. Although the BCR introduced using Findik and others' [9] scheme has the best value among these approaches on noise addition (5%) and sharpening attacks, the watermarks extracted using the scheme only survive three types of attack. The robustness of the scheme is obviously insufficient. However, for the BCR obtained from the attacks in the proposed method, JPEG compression and cropping are better than that for the other two approaches. The stego-images generated using the proposed method tolerate several types of attack, as indicated in Table 1 . The extracted watermarks are also recognizable, although some of them have lower BCR values.
Simulations of Steganographic Approach
The main function of the proposed steganographic scheme is to provide extra hiding space for saving a large payload volume (or to provide hiding storage for the overhead, used in Phase I of the proposed method). Several RGB color images sized 512×512 are used as host images. A 512×512 grayscale image Baboon is used as the input data during simulations.
The stego-images generated using the proposed method are shown in Fig. 8 . Two control parameters u and ν are set at 3 and 4, respectively. The values of the other two parameters ϕ 1 and ϕ 2 have different values in each stego-image. Namely, ϕ 1 and ϕ 2 are set at 0 and 24 for the image Lena, at 4 and 29 for the image Peppers, at 5 and 20 for the image House, at 10 and 61 for the image Baboon, at 11 and 35 for the image Scene, and at 0 and 6 for the image Splash. Figure 8 shows no visual (color) distortion in the stego-images, and the perceived quality of the stego-images is desirable. The tradeoff between PSNR and the hiding rate ranging from 0.128 bpp to 8.000 bpp, generated by the high-payload version of the proposed method, is illustrated in Fig. 9 . The figure indicates the optimal PSNR to be approximately 54 dB with an embedding rate of 0.098 bpp in image Scene, and the maximum payload of 7.919 bpp with the PSNR value at approximately 36 dB can be found in image Baboon.
A steganographic method color image suggested by Yang [7] is compared with the proposed method. Figure 10 shows the performance of the proposed method to be superior to that of the Yang scheme [7] . The embedding rate of the proposed method can be achieved beyond 2.0 bpp, with the PSNR above 42 dB, whereas that of the Yang scheme [7] is limited to approximately 0.5 bpp, with the PSNR at roughly 38 dB.
As described in section III, the proposed steganographic approach can be independently performed in the RGB color Lena (Proposed) Baboon (Proposed) Lena [7] Baboon [7] systems. That is, for the pixels of each host block, which are derived from an input image, data bits can be embedded into the block if it satisfies the RWM decision policy. Simulations confirm that the average payload of 7.52 bps is achieved with a PSNR around 36.22 dB. On the other hand, the average payload and PSNR computed from Fig. 8 is 5 .95 bps and 37.33 dB, respectively. Obviously, the single-phase version of the proposed steganographic approach provides a payload larger than that of the two-phase version of the proposed method with a competitive PSNR performance. The singlephase version of the steganographic approach is suggested if steganography is the pursued goal of users. Since it provides a large payload with a desirable perceived quality, major applications of the steganographic approach can be found in private data saving and a covert channel between two parties.
V. Conclusion
This paper presented a novel watermarking scheme for color images based on the RWM and the feature-embedding technique. The combined use of the RWM decision policy, Xsampling technique, and directional-sampling technique showed that the stego-images generated using the proposed scheme are robust against various manipulations, such as compression, color quantization, bit truncation, noise addition, cropping, blurring, mosaicking, zigzagging, inversion, (edge) sharpening, and so on. The stego-images perform well in resisting attacks from JPEG2000 compression and JPEG compression. The extracted watermarks are recognized, even if the stego-images have been compressed by JPEG2000 with a compression ratio of approximately 195. A steganographic method based on the RWM decision policy with the LSB substitution technique was suggested to provide an extra option for people to hide their private data (or sensitive messages). Experiments confirmed that the perceived quality of the stego-image is desirable, whereas the PSNR is high. The payload generated using the proposed method is also superior to that generated by existing approaches.
